JlelicTByIOIIASA PETAKITHS

I[MTucemo MuHoOGpHaAYKH Poccnu oT 14.05.2018 N2 08-1184

O HanpaB/sieHuUn NHGOPMAIUU

JlenapTaMeHT TOCyZJapCTBEHHOH TOJUTUKU B cdepe obmero obpa3oBaHUSA
MunobOpuayku Poccum HampapisieT A1 CBeZleHHs paspaboTaHHble BpeMeHHOM
komuccueii CoBera ®enepanuu 10 pa3BUTUI0 HUHOOPMAIMOHHOTO OOIecTBa
MEeTOAVYEeCKHEe DPEKOMEeHJAIMU O pa3MeleHUW Ha WHQOPMAIWMOHHBIX CTEHIAaX
oUIUATBbHBIX  MHTEPHET-CalTax U r'MX  MHQPOPMAIIMOHHBIX ecypcax

O6[LL€O6[23.30B3T€JIBHBIX O[)I‘aHI/I3aH,I/Iﬁ U OpPraHOB, OCYIIECTBJIAIOMINX VIIDABJIEHHUE B
cq)e[ze 06[28.30BaHI/IH, HHS])O[)M&H,I/II/I 0 Oe3omacHOM INOBEJCHHNHN W HMCIIOJIb3OBAHHWH CETHU

'MuTepHet".

Hupekrop [emapramenra
A.E.IleTrpos
[Ipunoxenue

IMpunoxenre. MeToanyeckre peKOMEHIal[H O pa3MelleHUH Ha HHGOPMAIMOHHbIX
cTeHax, oUIHATbHBIX HHTEPHET-CAUTaX 1 APYTUX HHOOPMAIMOHHBIX pecypcax
00111e00pa30BaTeIbHBIX OPraHU3AIlMI 1 OPTaHOB, OCYIIECTBJISIONINX YIIPABJIEHHE B
chepe obpazoBanus, HHGOPMAIUK 0 6€30IIaCHOM IMOBEAEHUH U UCIIOJIb30BAHUH CETH
"UntepHet"

JkcumepraMu u wieHamMud BpemenHoit komwuccnu CoBera Pefepanuu 110 Pa3BUTHIO
MHOOPMAIIHOHHOrO 00IIeCTBAa B paMKaX BBHITIOJIHEHUA PEKOMEHAAINH IapIaMeHTCKUX
CAyHIaHUH "AKTyaJbHBIE BOIPOCHI obeciieueHurss 0E30IIaCHOCTH W Pa3BUTHUA JETEH B
“HOOPMAIIHOHHOM IpocTpaHcTBe", KoTophle mpouutd B Copere demepaiinu 17 anpesis
2017 Tr., ObUIM pa3paboTaHbl METOAUUYECKHE PEKOMEHJAIMM O pa3MelleHHH Ha
MHQOPMAIIMOHHBIX  CTeHAAaX, OQHUUHAIBHBIX  HHTEpPHET-caliTax W  JAPYrHX
MHOPMAIIMOHHBIX pecypcax o001meo0pa30oBaTeIbHbIX OpPraHu3aliuii W OPraHoB,
OCYIIECTBJISIONINX yIIpaBiaeHne B cdepe obpaszoBanusa, nHGopMamuu 0 6e30I1aCHOM
IIOBEJIEHUH U UCII0JIb30BaHUY ceTH "VIHTepHeT" (J1ajiee - MeTOUYECKHIE PEKOMEH/IAIINHN).

Mertoauueckne pEeKOMEHAIUHM HAIMPABJIEHbBl HA KAYeCTBEHHOE IIOBBINIEHUE YPOBHS
MHGOPMAIIMOHHOHN JIeATEIbHOCTU 00IIe00pa30BaTEIbHBIX OPraHU3aIluid U OPraHoB,
OCYIIIECTBJISAIONIUX YIIpaBjeHUe B cdepe oOpa3oBaHUA, B YacTU WHGOPMUPOBAHUS
yUaIuxcs, UX pojiuTesen (3aKOHHBIX MPEACTaBUTENIEN) U ITeJarOTHYECKUX pabOTHUKOB
00 OCHOBHBIX aCIEKTaX HH(POPMAIIMOHHOU OE30IIaCHOCTH.

MeToiuecke peKOMeEHJAllMU II03BOJIAT 00111e00pa30oBaTebHBIM OpPraHU3alUuAM U
OopraHaM, OCYIIeCTBJIAIIINM yIpaByeHue B chepe 060pa3oBaHus, AaKTyaIU3UPOBATH yKe
HCIIOJIb3yeMble U pa3MellleHHble NH(POPMaIOHHbIe MaTepUAaJsIbl, TAK U IOATOTOBUTH UX
B CJIy4yae UX OTCYTCTBHUSA C yUeTOM JIyUIINX IPAKTUK U PEKOMeHaIi.
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B pamkax MeToAMYECKUX PEKOMEHAINM pacCMaTPUBAIOTCA CIIEIyIOIie MHCTPYMEHTHI :
1. uHQOpPMAIMOHHBIE CTEH/IbI;
2. opuruasbHble NHTEPHET-PECYPCHI;

3. cpezicTBa MaccoBod MH@opManuu (IIIKOJIbHBIE Ta3€Thl, IeIarOTHYeCKe U3/IaHusA U
JIpyTHE).

NHdopmaunoHHbIe CTeHAbI

Ha wundopmanmoHHBIX cTeHZax B  00IIe00pa30oBaTeJbHBIX  OpPTraHU3AIUIX,
PACIIOIOKEHHBIX B (poiie yUpekJIeHn U B KaOWHeTaX, OCHAIIEHHBIX I1ePCOHAIBHBIMU
yCTpOWCTBaMH /i1 BBIXOAA B ceTh 'VIHTepHET', PEKOMEHJAyeTCS pPa3MeCTUTh
“HDOpMAIIMOHHbIE TAMATKH, COJiep:Kall[ie OCHOBHBIE COBETHI II0 0ObOecreueHuro
MHOOPMAIMOHHOU 6€30TIaCHOCTH YYaIIIuXCS.

B IIPpUJIOKEHNU N Noi1xk METOANYECKHNM DEKOMEHAANINAM IIPEACTABJIEH O6p&3€11 IIaMATKHN
JJIA pa3MEIleHUA Ha I/IH(l)OpMaIII/IOHHI)IX CTeHaax.

Cpencrtsa maccoBoun nHopmauum

B cpencrBax wMaccoBoil uWHGpOpPMAIMM, OPHEHTHPOBAHHBIX HA OOYyYaroOIIUXCH,
PEKOMeH/IyeTcs B TeUeHHe yueOHOro rojia PeryysspHo IMyOInKoBaTh WHOOPMAIIMOHHbBIE
MaTepPHaJIbl, TIOCBSIIEHHBIE OTAEIbHBIM aclieKTaM WHOPMaIMOHHON 0e301MacHOCTH, a
TaK’Ke Pa3INYHbIE MAMITKHU 00IIero xapakrepa.

B cpexctBax MaccoBodl wuH(OpMAIUKM, OPHUEHTHPOBAHHBIX HA I€JarOTUYECKYI0
00IlleCTBEHHOCTh, PEKOMEHJyeTCsl B TeueHHe KaJIeHJapPHOTO Toja PEeryJIsIpHO
my0OInKoBaTh MHGOPMAIMIOHHBIE MAaTEPHUAJIbI, IOCBAIIEHHBIE OTAEIbHBIM AacIeKTaM
WHOPMAIIMOHHOU 6e30IMmacHOCTH KakK HECOBEPIIIEHHOJIETHUX, TaK u
0011e00pa3oBaTeIbHBIX  OpPTaHU3aIlMi, a TakK)Ke pas/IMdHble IaMATKH, 0030pbI
HOPMAaTHUBHO-IIPABOBOT'0 PETYJIMPOBAHUS TAaHHOU cepbl 1 HHGOPMAIIHIO O aKTYaIbHbIX
MEpOIPUATHUIX U COOBITUSAX B TaHHOU cepe.

B xone mpoBenenus EnprHoro ypoka o 6e3omnacHocTH B ceTd "IHTEpHET" peKoMeH/TyeTcst
00€eCcreyrTh BBIIYCK TEMATHUYECKOTO BBIIyCKa CPeICTBA MaccoBOu HHGpOpMAaNuu b0
cepuu MyOJIMKAIUHi, CPel KOTOPhIX PACCMOTPETh OPTaHU30BAaHHbIE MEPOTIPUATHSA JIJIS
oOyJaronuxcsi, WX poauTesedl (3aKOHHBIX IIPEACTaBUTENENH) U IIeIaroruyecKou
O0II[ECTBEHHOCTH.

OdmuymnansHble IHTepHET-pecypcChl

OO611e00pa30BaTeIbHBIM OPTaHU3ANMNAM PEKOMEHYETCS Ha CBOUX OQUITUAIHHBIX
HHTepHeT-pecypcax  obecriednth  (QYHKIIMOHUPOBAHUE  CAMOCTOSITEJIBHOTO U
CHEUTN3UPOBAHHOTO paszienia 'HMudopmanuonHas 6e3omacHOCTh', B paMKax
KOTOPOTO IPEAYCMOTPETH Pa3MelleHHe CIeAYIoNed nHPOopMaIum:
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Paznen/monpaznen

dopmar
IIPE/ICTABIICHUS
MaTEPHAJIOB

ConepxaHue MaTepraioB

JlokanbHbIE
HOPMATUBHBIC aKTHI B
chepe  olecreyeHus
nH(}OpMaIMOHHON
0€301MacHOCTH
00yJaronmxcs

Konun nokymeHTOB B
¢dopmare *PDF

Pazmemarorcst KomuM JOKYMEHTOB,
T.€. CKaHMPOBAHHBIN BapUaHT
JIOKYMEHTA, COOTBETCTBYIOIIMI
TpeOOBaHUAM K rapamerpam
CKAaHMPOBAHMS. Pasmemarorcs
JIOKYMEHTHI, peraamMeHTHpyolIne
OpraHu3aIHIo u paboty C
NEPCOHAIbHBIMU JIAaHHBIMH, IIJIaHbI
MEpPONPUITHIT ~ TIO0  00EeCIeUYEHUIo
UH($OPMaLNOHHON 0€30MMacHOCTH
oOyuarouxcs U Jpyrue.

Hopmatunoe
perynupoBaHue

Konuu noxymeHTOB B
dopmate *PDF

[1yOonuKyrOTCSl aKTyalbHBIE CBEIACHUS
0 deneparbHbIX W PETHOHAIBHBIX
3aKOHax, NUCbMax OPraHoB BJACTH U
Ipyrue HOPMAaTUBHO-IIPaBOBBIE
JOKYMEHTHI, peraamMeHTHpYIoLIre
obecrieueHne nH(pOPMAITMOHHOM
0€30MacHOCTH HECOBEPILIEHHOJIETHUX.
Honyckaetcs BMECTO KoM
pa3MeniaTh TUIEPCCHUTKH Ha
COOTBETCTBYIOILIME JIOKYMEHTHI Ha
caiiTax OpraHoB TIOCYJapCTBEHHOU
BJIACTH.

Ilegarornueckum
paboTHUKaM

Tekct Ha cTpaHulE
calita

Konuu nOKyMEHTOB B
dbopmare *PDF

Pa3Mmemarorcs
peKOMEHJaluu |
uHpopmanus o
MPOEKTax u
HANpaBIIEHHBIX  Ha  TIOBBIIICHUE
uH(MOPMALMOHHON IrPaMOTHOCTHU
MeAarornyeckux paboTHUKOB.

METOIUYECKHE
yKa3bIBaeTCs
MEpPOIPUSITHSIX,
nporpammax,

OO6yyaromumes

Tekct Ha cTpaHuLe
caurta

Pasmeniaercs nH(OpPMaIMOHHAS
namaTka (mpuioxkeHue Ne 2) w
YKa3bIBAETCS uHpopManus 0
MEPOTIPHUITHSIX, MPOEKTax u
nporpaMMax, HalpaBJICHHBIX  Ha
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[IOBBILICHUE MH(POPMALMOHHOM
IPaMOTHOCTH O0YYaIOIIMXCS.

Popurensam
5 (3aKOHHBIM Texkcr Ha crpanune | Pazmemaercs nHpOpPMAaIMOHHAS
" | mpencTaBuTeNAM) caira namsTka (mpuioskenue Ne 3).
00yJaronmxcs
Pa3zmentaercs uHdopmarnus 0
6 T PEKOMEHAYEMBIX K MCIOJIb30BAHUIO B
Herckue Oe3omacHele | TekcT Ha CTpaHULE
6. yaeOHOM  mporecce  0e30IMacHBIX

CalThI caira N
caiTax, OaHHEPHI 0e30TacHbIX

JNETCKUX CalTOB.

OpraHam, OCYIIECTBJIAIOIINM yIIpaBiaeHue B cdepe oOpa3oBaHUsA, PEKOMEH/IyeTcs Ha
cBoux odunuasbHbIXx  HHTepHET-pecypcax  obecreuuTh  (PyHKIIMOHHUPOBAHUE
CaMOCTOATEJIPHOTO M CHENUaJIM3UpPOBAHHOrO  pasfienia  "VMHdopMmanmoHHas
06e30IacHOCTh', B paMKax KOTOPOrOo IIPEeAyCMOTpPeTh pa3MelleHue CyeayIomei
nHpopManuu:

ITpusnoxenue NO 1

[Ipunoxenwue 1. [TamsaTka /111 oOygarIuxcsa 06 HHQOPMAaIMOHHOH 0€301aCHOCTH
aeren
HEJIb34

1. Bcem moaps cooOIaTh CBO YacTHYI0 nH@oOpMAIui (HacTosamue uMs, GaMunio,
tesieOH, aZpec, HOMeP IIKOJIbI, a TaKKe (poTorpacduu CBOU, CBOEH CeMbHU U Jpy3ei);

2. OTKpI)IBaTI) BJIOXKE€HHDbIE (1)3.171.7'[1)1 SHGKTpOHHOfI IIOYTHI, KOTJAa HE 3HACIIIb OTIIPABUTEJIA;
3. FPY61/ITI>, nIpuapaTbCAa, OKa3bIBATb JaBJICHHUE - BECTU cebsl HEBEXKJINBO U arpeCCHuBHO;

4. He pacnopspkaiicsi ieHbraMm TBOEN ceMbH 0e3 paspelleHus CTapIIUX - BCerjaa
CIIpaIIuBail poAnTeIEN;

5. He Bcrpeuaiicsi ¢ VIHTepHET-3HAKOMBIMH B PEAJIbHOU KU3HU - IIOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIb.

OCTOPOXKHO

1. He Bce mumyt npasay. Yuraems o cebe Henpasay B MHTepHETE - coobIu 06 3TOM
CBOUM POJVTEJIAM WUJIN OIIEKYHaM;

2. [TpuriamaiT NepenruchbiBaThCs, UTPATh, 0OMEHUBATHCSA - IIPOBEPH, HET JIH ITOBOXA;

3. HezakonHoe konupoBanue ¢aiiyioB B IHTepHETE - BOPOBCTBO;
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4. Bcerzia pacckasbIiBail B3pOCIBIM O ITPpOOIeMax B CETH - OHU BCETZ[a [IOMOTYT;

5. Vcnosnp3yil HAaCTPOUKHM 0€30IaCHOCTH U IPUBATHOCTHU, YTOOBI HE IOTEPATH CBOU
AKKayHTBI B COICETAX U JIPYTUX MOpPTasax.

MOZKHO

1. YBakaul IpyTuX OJIb30BaTeNIeN;

2. [Tosp3dyembesa THTEPHET-UCTOUHUKOM - JleJIall CChIKY Ha HETO;
3. OTKpBIBAl TOJIBKO T€ CCHUIIKU, B KOTOPBIX YBEPEH,;

4. O0ImaThes 3a MOMOIIBIO B3POCIBIM - POJAUTEH, OIEKYHBI U aJIMUHUCTPAIUS CAHiTOB
BCer/ia IIOMOTYT;

5. ITpotinu oOyueHue Ha caiiTe "CeTeBUYOK' U MOJIYYH ITACIOPT IH(POBOro rparkiaHuHA!
[Ipusnoxenue NO 2

[Tpunoxkenue 2. MHGOpManuoHHAs MaMATKa 111 00yJaroNuxcs AJ1A pa3MeleHus Ha
oduUIIaTbHBIX UHTEPHET-Pecypcax

C xaXapIM TOZIOM MOJIOJIE’KH B MHTEPHETE CTAHOBUTCA OOJIbIIIE, a ITKOJIBbHUKHU OJHU U3
CaMbIX aKTUBHBIX MOJIb30BaTesiel PyHera. Mexxy TeM, HIOMHMO OTPOMHOTO KOJIMU€ECTBA
BO3MOXKHOCTeH, UHTEpHET HeceT M NHpoOseMpbl. JTa MaMATKA JOJDKHA MOMOYb Tebe
6e30I1acHO HAXO/IUTHCS B CETHU.

KoMnbroTepHBbI€ BUPYCHI

KoMmmbIoTepHBII BUpPYyC - BTO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IPOrpPaMM,
OTJIMYUTETLHOU OCOOEHHOCTHIO KOTOPOU SBJIAETCSA CIIOCOOHOCTh K pPa3MHOXKEHUI0. B
JIOIIOJTHEHNE K 3TOMY, BHUPYCHI MOTYT IIOBPEJIHUTH WJIM IIOJHOCTBHIO YHHYTOXKHUTH BCE
daiisibl ¥ JaHHBIE, MOJIKOHTPOJIBHBIE IIOJIB30BATEN0, OT HMMEHH KOTOpPOro ObLia
3alyIeHa 3apa’keHHas IpOoTrpaMMa, a TakKiKe IIOBPEIUTh WU JaKe YHUUTOXKHUTH
OIIEpPAIlMOHHYI0 CHCTEMY €O BceMH GaiijlaMd B IeJIOM. B OOJIBIIMHCTBE CJIy4YaeB
PacCIPOCTPAHAIOTCS BUPYCHI Yepe3 UHTEPHET.

MeTtozb! 3aIIUTHI OT BPEJOHOCHBIX IIPOrPaAMM:

1. Mcnosb3yll coBpeMeHHbIe OllepalliOHHbIE CUCTEMBI, UMeIoINe cePbe3HbIN YPOBEHD
3alUTHI OT BPEIOHOCHBIX IIPOrPaMM;

2. [TocrossHHO ycTaHaBiuBaul mavTu (Mu@pPOBBIE 3aIIATKH, KOTOPbIE aBTOMATHYECKU
YCTAHABJIUBAIOTCA C IEJIbI0 J0PA0OTKU IPOrpaMMbI) U JIpyrde OOHOBJIEHUS CBOEU
omnepanuoHHON cucteMbl. CKauynBal UX TOJBKO C OQUIMATBLHOTO caiiTa pa3paboTumka
OC. Ecau cy1iecTByeT peUM aBTOMAaTHYECKOTO OOHOBJIEHHU S, BKJIIOUH €T0;

3. PaboTaii Ha cBoeM KOMIIbIOTEpPE I07] IpaBaMU I0JIb30BaTesIsd, a He a//MUHUCTPATOPA.
9TO HE MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX ITPOTPAMM WHCTAJLIMPOBATHCS HA TBOEM
IIePCOHAJIBHOM KOMIIBIOTEPE;



4. Vlcionib3yli aHTUBUPYCHBIE POTPaMMHBIE ITPOIYKTHI U3BECTHBIX ITPOU3BOIUTENIEH, C
aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3s;

5. Orpaanub pU3NUECKUN JOCTYI K KOMIIBIOTEPY JIJIs1 HOCTOPOHHUX JIUII;

6. Vlcosp3yli BHEIIIHNE HOCUTEIU NH(POpMaLNU, TaKUe Kak QJielika, JUCK WK (paii u3
WHTEPHETA, TOJIbKO U3 IIPOBEPEHHBIX UCTOUHUKOB;

7. He oTKpbIBal KOMIOBIOTEPHBIE (DANJIBI, IIOJyYE€HHBbIE U3 HEHAJ[e:KHBIX UCTOYHUKOB.
Jaxe Te dailabl, KOTOphIE IPUCIAJ TBOM 3HAKOMBIN. JIydllle yTOUHU y HETO, OTIIPABJIAI
Ji1 OH Tebe ux.

Cerun WI-FI

Wi-Fi - 9T0 He BU/I Tlepeiauul TaHHBIX, HE TEXHOJIOTHUS, a BCETO JIUIIb OpeH/|, Mapka. Ere
B 1991 rojay HUJIepJaHACKas KOMIaHUA 3aperucrpupoBasia 6peny "WECA", uro
obo3Hayasio cioBocoueranue "Wireless Fidelity", xoropslii nepeBoauTCA Kak
"GecrpoBOAHASA TOYHOCTD .

Jlo Haiero BpeMeHHU /OILIa Apyras ab0peBHaTypa, KOTOpasl SBJISIETCA TaKOH Ke
TexHoJioruei. Ito abbpesuarypa "Wi-Fi". Takoe HazBaHue OBLJIO JAHO C HAMEKOM Ha
CTaHZApT BbICIIENH 3BYKOBOW TexHWKH Hi-Fi, uTo B mepeBojie O3HayaeT ''BBICOKAs
TOYHOCTH .

Jla, OecIutaTHBIA UHTEPHET-AOCTYII B Kade, OTe/IsAX U adpPOIOPTaX sSBJISETCA OTIMUHOMI
BO3MOJKHOCTBIO BBIXOZa B UHTepHeT. HO MHOrHe SKCIEPTHI CYUTAIOT, YTO
obmenocrymabie Wi-Fi ceTu He siBIsI0TCSA 6€30IMaCHBIMH.

CoseTbl 110 6€3011aCHOCTH PAOOTHI B 00IIEAOCTYITHBIX ceTax Wi-fi:

1. He mepepaBaii cBow JjuuHyio nHpoOpMamum 4depe3 obiemoctynnbie Wi-Fi cerw.
Paboras B HUX, KeJIaTeJIbHO He BBOJUTH MAapOJIU JOCTYTIa, IOTUHBI U KAKHE-TO HOMEPA;

2. Mcrosib3yd 1 OOHOBJISIA aHTUBUPYCHBIE IIPOrPaMMBbI B OpaHiMayep. TeM caMbIM ThI
obe3ormacuinb cebst OT 3aKauKy BUpPyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnons3oBanun Wi-Fi otkimoun dyskiuo "O6mwuit mocryn k daiiam u
npuHtepam”. JlaHHasg (QYHKIUA 3aKpbhiTa IO YMOJIUAHHIO, OJIHAKO HEKOTOpbIe
II0JIb30BATEIN AaKTUBUPYIOT €€ 151 yI00CTBAa UCIIOIb30BaHuUs B paboTe Wi yueoe;

4. He ucnonp3yit nyosmunsiii WI-FI y1s nmepegauu JTUYHBIX JAHHBIX, HAIIPUMeED JJIA
BBIX0/Ia B COIJHAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO IIOUTY;

5. Ucnonp3yll TosbKo 3amuliiieHHoe coenuHeHue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBoju uMeHHO "https://";

6. B wmobwibHOM Tenedone orrimoun ¢yaknuio Tlogxtiouenne k  Wi-Fi
aproMmarmyecku’. He /iomyckali aBTOMaTHYECKOTO MOAKJIIOUEHHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsacus.



ComuajibHbBIE CETH

CormuasibHbIE CETH AaKTUBHO BXOZSAT B HAIILY JKU3Hb, MHOTHE JIIO/TH PA0OTAIOT U KUBYT TaM
IIOCTOSIHHO, a B Facebook y»ke 3aperucTpupoBaH MWJILIHApPJ, YEJIOBEK, UTO SIBJISETCS
OZTHOM CeIbMOM BCEX JKUTejed IIaHeThbl. MHOTHe I0JIb30BaTeJ Il He IIOHHMAIOT, YTO
nHpopManus, pasMellleHHAasd WUMH B COIMAJIbHBIX CETAX, MOXKET OBITh HaliJleHa U
HCII0JIb30BaHa KEM YTOJHO, B TOM UHCJIE HE 00A3aTeIbHO C 0JIariMU HaMEePEHUSIMH.

OCHOBHBIE COBETHI 110 O€30IIaACHOCTH B COIIMAJIBHBIX CEeTAX:

1. Orpa"Huub CIHUCOK Jpy3ed. Y TeOsA B APY3bsAX HE JOJIDKHO OBITh CIyYaWHBIX U
HE3HAKOMBIX JIIOJIEN ;

2. 3ammian CBOIO 4YacTHYIO >kM3Hb. He ykaspiBail maposu, TesedoHbl, aapeca, JaTy
TBOETO PpOXJAEHUA U JPYIYyI0 JIUYHYI0 HHQPOPMAIUIO. 3JIOYMBIIIJIEHHUKU MOTYT
HCHOJIb30BaTh Ja)ke MH(QPOpPMAIMI0 O TOM, KaK Thl U TBOW POJUTENH IJIAHUPYETE
MIPOBECTH KAHUKYJIbI;

3. SaHIHIIIafI CBOIO pEIyTanuio - AE€PXKU €€ B YUCTOTE U 3aHaBaﬁ cebe BOIIPOC: XOTeJI OBl
ThbI, 4TOOBI ApyTue 110Jib30BaTe/IN BUAEC/IN, UTO Thl 3arpy)1<aemb? HORYMaf/JI, IIpexae yem
YTO-TO OHY6JII/IKOBaTB, HaIInCaTb U 3arpy3UThb,

4. Ecotvl THI TOBOPHUIIIB C JIFOIBMH, KOTOPHIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE PEATbHOE UM
U IPYTYIO JINUHYIO0 MHGOPMAIIMH: UMsI, MECTO JKUTEJIHCTBA, MECTO yUeObl U IIPOUee;

5. N36eraii pazmernienus ¢ororpaduii B IHTEpHETE, I/ie THI H300paKeH Ha MECTHOCTH,
10 KOTOPOH MO3KHO OITPEJIEJIUTh TBOE MECTOIIOJIOKEHHE;

6. HpI/I PpErucrpanyu B COIII/IaJIbHOfl ceTu HeO6XOI[I/IMO HCITIOJIB30BaThb CJIOZKHBIE I1apPOJIH,
COCTOoAIIME U3 6}7KB u III/I(I)p 1 C KOJIMYECTBOM 3HAKOB HE MEHeEe 8;

7. 171 conuaibHOM CeTH, IMOUTHI U JAPYTUX CAUTOB HEOOXOJIMMO HCIIOJIb30BaTh Pa3HbIe
naposii. Torga ecou Tebs B3JIOMAOT, TO 3JIOYMBIIIUIEHHUKH MOJIyYaT JOCTYII TOJIBKO K
OJTHOMY MECTY, a He BO BCe cpaasy.

AJIEeKTPOHHbBIE IEHbI'U

OJIEKTPOHHBIE JIEHBI'U - 3TO OY€Hb YJIOOHBIM CIIOCOO IIaTeXKel, OJHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT IIOJIy4UTh 3TU JICHbI'U.

OJIEKTPOHHBIE JIEHBIW MOSIBIUJIMCH COBCEM HEJABHO M MMEHHO H3-32 3TOTO BO MHOTHUX
TOCYZIapCTBaX /IO CHUX IOP HE MPOIKUCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHU (PyHKIIMOHUPYIOT U O HUX Y?K€e IIPOIHCAHO B 3aKOHE, I7Ie UX Pa3/IesIoT
Ha HECKOJIBKO BU/IOB - aHOHMMHBIE U HE aHOHUMHbBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE -
3TO Te, B KOTOPBIX paspelaeTcs MTPOBOAUTH oOIllepanuy 0e3 uAeHTH(PUKAIIU
M0JIb30BATENA, @ B HEAHOHUMHBIX WAEHTU(UKALMS II0JIb30BATENsS  SBJISAETCSA
00s13aTEIbHOMU.



Takke ciefyeT pa3anyaTh 3JIeKTPOHHbIE (hUaTHbBIE JIEHBI'M (PABHBI TOCYaPCTBEHHBIM
BAJIIOTaM) U JIEKTPOHHBIE HepUaTHBIE IEHbI'M (He PaBHBI TOCY/IaPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI 0 O€30MaCHOM PaboTe ¢ 3JIEKTPOHHBIMH JIEHbI'AMHU :

1. [IpuBsku K cueTy MOOMJIBHBIN TesieOH. ITO camMbIid YAOOHBIM U OBICTPHINA CIIOCOO
BOCCTAaHOBUTH JOCTYI K cueTy. [IpuBsA3aHHbINA TeeOH TOMOXKET, eIk 3a0yellb CBOM
IUIaTEXHBIW ApOJIb WX 3al/ielllb Ha CAaT C HE3HAKOMOTO YCTPOMCTBA;

2. Uconib3yii ojiHOpa3oBbie mapoJin. [ocsie mepexoia Ha YCHUIEHHYIO aBTOpH3AIiio Tebe
yske He Oy/IeT yrpo2KaTh OIMAaCHOCTh KPasKH HMJIH IIepexXBara IIJIaTeKHOIO IapoJis;

3. Beibepu cioxHbIN maposb. IlpecTymHukam OyZeT He MPOCTO YraJaTh CJIOMKHBIHN
naposib. HajiexxHple aposin - 9TO MIapoJjid, KOTOpPble co/lep:KaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B €051 CTPOYHBIE U TPOIUCHBIE OYKBBI, ITU(PPHI 1 HECKOJIBKO CHMBOJIOB, TAKHe
KaK 3HaK JIoJu1apa, pyHTa, BOCKJIUIATEIHHbIN 3HAK U T.II. Hanmpumep, $tRong!;;

4. He BBO/IY CBOM JIMUHBIE JJAHHBIE HA cCaiTaX, KOTOPHIM He JJOBEPSIEIIb.
JJIEeKTPOHHAA IIOYTa

DJIEKTPOHHAA IIOYTA - ATO TEXHOJIOTUSA U MPEIOCTABIIsIEMBIE €10 YCIIYTU II0 TepeChUIKe U
MTOJIyYeHUI0 3JIEKTPOHHBIX COOOIIEHUI, KOTOpPhIe PaCIpeAesIsioTCsI B KOMITBIOTEPHOMN
cetu. OOBIYHO HJIEKTPOHHBIA IOYTOBBIN SAIIUK BBIMVIAIUT CJAEAYIOIUM 00pa3oM:
Ms_I10JIb30BaTeNIA@UMsA_JIoMeHa. Tak:ke KpoMe Ilepe/ilauul IPOCTOTO TEKCTA, UMeeTCs
BO3MO>KHOCTB Ilepe/iaBaTh paiisibl.

OcHOBHBIE COBETHI 10 O€30TaCHON PabOTe ¢ TEKTPOHHOHN IMTOYTOMH

1. Hazo BhIOpaTh MpaBUJIBHBIA ITOYTOBBINA CepBUC. B HHTEpHETE €CTh OTPOMHBIA BHIOOD
OecrIaTHBIX IMOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPATHh T€M, KOTO 3HAaeIllb U KTO
IIEPBBIA B PEUTUHTE;

2. He ykaspIBaii B IMYHOU TOYTE JIMUHYIO0 HHGOopManuio. Hampumep, jiydiiie BHIOpaTh
"My3bIKaJIbHBIN_aHaT@" uiu "pok2013" BMecTo "Tema13";

3. Mcnob3y#l BYX3TAMHYI0 aBTOPU3AIUI0. DTO KOTZ[a IOMHMO MapOJisi HY?KHO BBOJIUTD
KO/I, IpuchlIaeMbIi 110 SMS;

4. Bpibepu cyIoKHBIA maposib. 171 KaXKAOT0 IOYTOBOTO SIUKA JIOJDKEH OBITH CBOM
Ha/IEKHBIN, YCTOMYUBBIUA K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOXKHOCTH HAmMcaTh CaMOMY CBOM JIMYHBIM BOIIPOC, UCHOJIb3YH 3Ty
BO3MO>KHOCTb;

6. Vcnonb3yil HECKOJIBKO ITOYTOBBIX ANIUKOB. [lepBbIN Aj11 YaCTHON NEPEenucKu C
azjpecaTamu, KOTOPBIM ThI I0BEPSEIIb. DTO 3JIEKTPOHHBIN aJ/ipec He HAJI0 MCII0JIb30BaTh
IIpU peructpanuu Ha GopyMmax u caurtax;



7. He oTKpbIBail (pailyibl U APyTHUE BJIOKEHHS B MHUChbMaX, Ja’Ke €CJIM OHHU IPUIILIA OT
TBOUX ZIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 3TH (anIbl;

8. ITocsie okoHUAHUSA PAOOTHI HA IOUTOBOM CEPBUCE MTEPE] 3aKPBHITHEM BKJIQJIKHU C CAHTOM
He 3a0yp Ha>KaTh HAa "BerdTH".

Ku6epOy/L/IMHT Wi BUPTYaJbHOE U3/1€BATEIHCTBO

KubepOy/utMHT - TpecyieflOBaHUE COOOIEHUSMH, COAEPKAIIUMH OCKOpOJIEHUS,
arpeccuro, 3alyTHBaHHE; XyJIUTAHCTBO; COIUAJIbHOE OONKOTHPOBAHUE C ITOMOIIBIO
PAa3JINYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KNOEPOYJTMHIOM

1. He 6pocaiics B 601i. JIyuiuii criocob: TOcoBETOBAThCs KaK cebsi BECTU U, €CJTH HET TOTO,
K KOMY MOXKHO OOpaTHUTbCs, TO BHAYajie YCIIOKOUThCS. Ecu ThI HayHEIb OTBEYaTh
0CKOpOJIEHUSIMU Ha OCKOPOJIEHUSI, TO TOJIBKO ellle O0JIbIIe PA30KIKeIb KOH(IIUKT;

2. YpaBJisii cBoel KubepperyTaiuei;

3. AHOHUMHOCTh B Ce€TH MHHUMAas. CYIIIGCTBYIOT CII0COOBI BbIACHHUTDb, KTO CTOUT 3a
AHOHUMHBIM daKKAQYHTOM;

4. He cTouT BecTH XyJIMTaHCKUH 00pa3 BUPTYaIbHOU KU3HU. VIHTEpHET (pUKCUPYET Bce
TBOM JIEUCTBUS U COXPAHAET UX. YJAJIUTD UX OyZEeT KpaiiHe 3aTPY/IHUTEJIHHO;

5. ColGut0/1a1 CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Irnopupy# eTMHUYHBIN HeraTuB. OTHOPa30Bble OCKOPOUTETbHBIE COOOIIIEHHUS JIyUIIle
urHopupoBaTh. OOBIYHO arpeccus MpeKpaIlaeTcs Ha HAa9aJIbHOU CTaINY;

7. ban arpeccopa. B IIporpammax oOMeHa MTHOBEHHBIMU COO6III€HI/IHMI/I, B COIIMAJIbHBIX
CEeTAX €CTb BO3BMOXXKHOCTb 6J'IOKI/IpOBKI/I OTIIpAaBKH COO6IlIeHPII>JI C OIIpEAEC/IEHHBbIX aZIPpECOB;

8. Ecim TBI cBuzeresnb KubepOysutmHra. TBoW JeHCTBHUsA: BBICTYIIHTH IIPOTUB
mpecjefoBaTesis, IIOKa3aTh €My, YTO €ro JeHMCTBUsS OILIEHUBAIOTCA HETaTUBHO,
Mo//IepKaTh JKEPTBY, KOTOPOU HY’KHA IICUXOJIOTUYECKAs IIOMOIIb, COOOIIUTH B3POCIBIM
0 ¢daKTe arpecCUBHOTO MOBEJEHUS B CETH.

Moo6wibHBIN Tes1edOoH

CoBpemenHble cMapTGOHBI M IUIAHIIETHI cOZAepKaT B cebe BIOJHE B3POCJIBIHN
(pyHKIIMOHAJI, ¥ Tellepb OHU MOTYT KOHKYPUPOBATh CO CTALlUOHAPHBIMU KOMIIBIOTEPAMU.
OnHako, Cpe/iCTB 3alUTHI JJI I0JI00HBIX YCTPOMCTB ITOKa OUueHb Masio. TecTupoBaHue u
IIOMCK ySI3BUMOCTeN B HUX IIPOUCXOJIUT He TaK UHTEHCUBHO, Kak A 1K, To xe camoe
KacaeTcsi 1 MOOMJIbHBIX ITPUJIOKEHUH.

CoBpeMeHHbIe MOOWIIBHBIE Opay3€ephl yiKe MPAKTUYECKU JIOTHAIA HACTOJIbHbIE AaHAJIOTH,
OJTHAKO paciimpenre GyHKIIMOHAJIA ByiedeT 3a cO00# OGOJIBIIYIO CJI0KHOCTD U MEHBIIIYIO
3alUIIEeHHOCTbD.



Jlajieko He Bce IMIPOU3BOAUTENU BBIMYCKAIOT OOHOBJIEHN S, 3aKPhIBAIOIINE KPUTUUECKHE
ySA3BUMOCTH JIJIsl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI 7151 6€30IIaCHOCTH MOOMJIBHOTO TesiepoHa:

Hwuuero He sBJIsIeTCA MTO-HACTOAIEMY OecIIaTHBIM. Byab ocTOposkeH, Befb Korja Tebe
IpeajiaraloT OecrylaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO ILJIaTHBIE
YCJIyTH;

Hdymaii, mpexze uem otrupaBuTh SMS, doto wam Buzeo. Trl TOUHO 3HAEIITD, I7I€ OHU OY/IyT
B KOHEYHOM HUTOre?

Heo6xoamMo 06HOBJIATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT¢OHa;
Hcnosnb3yit aHTUBUPYCHBIE TPOTPAMMBI /7151 MOOWJIBHBIX TeJIE(OHOB;

He 3arpy>1<a1‘/’1 IIPHJIOXKEHHNA OT HEUM3BECTHOTO MCTOYHHKA, B€Jb OHU MOTYT COAEPXKATb
BPEAOHOCHOE IIPOIrpaMMHO€ O6€CH€‘{€HI/IE;

ITocsie TOro Kak ThI BBIAJIEIIb C CaiTa, I7le BBOAWJI JUYHYI0 MHMOpMAIHIO, 3alau B
HAaCTPOUKHU Opay3epa u yaaiu cookies;

Hepuo/:mquKH HpOBeprI, KaKHe€ IVIaTHbIE YCJIYTH aKTUBHPOBAHBI HA TBOEM HOMEDPE;

,Z[aBaﬁ CBOH HOMED MOOHJILHOTO TeJIe(l)OHa TOJIBKO JIIOAAM, KOTOPBIX Thl 3HAa€Illb 1 KOMY
A0OBEPACIIb,

Bluetooth josxeH ObITH BBIKJIIOUEH, KOT/IA ThI M He MOoJIb3yelbesi. He 3a0bIBail HHOTA
IIPOBEPSTH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBl - 3TO KpacouyHble, 3axBaThIBAIOLUE pa3BJleueHus,
00BEUHAIONIYE COTHH THICAY UeJIOBEK 110 BceMy MUpy. VIrpOKU UCCIeAYIOT TaHHBINA UM
MHUD, OOIIAIOTCA JAPYT C JAPYroM, BBINOJHAIOT 33JIaHUA, CPAKAIOTCA C MOHCTpAMU U
IIOJIy4alOT ONBIT. 3a Y[OBOJIBCTBHE OHHU IUIATAT: IIOKYNAKT JUCK, OIUIaYUBAIOT
abOHEMEHT WJIU IPUOOPETAIOT KaKHe-TO OIIIUU.

Bce aTu cpezcTBa uIAyT Ha MOJJlep:KaHWE U pa3BUTHE WIPHl, a TakKe HaA caMmy
6e30MacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMbBI aBTOPU3AI[UH, BBIITYCKAIOTCA HOBBIE IATUYHN
(mudpoBbIe 3aIUIATKH JJI IPOTPAMM ), 3AKPBIBAIOTCA YA3BUMOCTU CEPBEPOB.

B l'IO]_IO6HI)IX HUIrpax CTOUT OIlaCcaTbCAd HE€ CTOJIbBKO CBOHX COIIEPHHUKOB, CKOJIBKO KpaXH
TBOE€T0 I1apOJId, HA KOTOPOM OCHOBaHa CHUCTEMAa aBTOpHU3allNA OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30MIaCHOCTH TBOETO HUTI'POBOr'0O aKKAayHTa:

1. Ecotu ipyroil urpok BezieT cebs MI0X0 WK CO37aeT Tebe HEMPUATHOCTU, 3a0JI0KUPYH
ero B CIIMCKe UTPOKOB;



2. Iloxkany¥ica agMUHUCTpATOPaM WIPHI HA IUJIOXO€ TIOBEJIEHWE OTOTO0 HIPOKa,
JKeJIaTeJIbHO MPUJIOKUTH KaKHe-TO JOKa3aTeIbCTBa B BU/IE CKPUHOB;

3. He yxassiBaii inuHyo nHpopMaIuio B ipodaiisie urpsi;
4. YBakail IpyTux y4acTHUKOB I10 UTPE;

5. He ycranaBsuBaii HeopunimaabHble IaTYX U MOJIbI;

6. Vlcriosip3yii c103KHbIE U Pa3HbIe MTapOJIN;

7. ,Z[a)Ke BO BpeéMsA HUIPbI HE CTOUT OTKJ/IIOUATbh aHTHBUPYC. IToxa ThBI HUIrpaenib, TBOH
KOMIIBIOTED MOTIYT 3apa3uTh.

POUuIMHT WIN Kpaxa JUIHDbIX JaHHbIX

OOBIYHOM Kpasked JeHer U JOKYMEHTOB CErofHs YK€ HHKOrO He VAUBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTHI 3JI0YMBIIUIEHHUKH II€PEMECTHINCh B UHTEPHET, U
IIPOJIOJKAIOT 3aHUMATHCS "JIFOOUMBIM"' IEJIOM.

Tak mosiBUIach HOBasi yrpo3a: HHTEPHET-MOIIIEHHUYECTBA I (QUIIKWHT, TJIaBHAA I€JTb
KOTOPOTO COCTOUT B MOJIyYeHUH KOHDUIEHITUATHHBIX IAHHBIX IT0JIb30BaTeIEHN - IOTHHOB
1 napoJsieit. Ha aarmuiickom s3bike phishing untaercs kak ¢ummmar (ot fishing - pproHas
JIOBJIsI, password - I1apoJib).

OcHOBHBIE COBETHI 10 OOpPHOE ¢ PUITMHTOM

1. CJIeI[I/I 3a CBOHMM AaKKAyHTOM. Eciim TbI Imoao3peBacilb, 4TO TBOA aHKETaA ObLIa
B3JIOMaHa, TO HeO6XOHI/IMO 3a6JIOKI/IpOBaTb ee u COO6H.II/ITI> AIAMHUHHUCTpAaTOpaM pecypca
00 3TOM KaK MOKHO CKOpee;

2. I/ICHOJIBS}’ﬁ Oe30IacHbIe Be6-CaI>JITbI, B TOM 4UHCJI€, MHTEPHET-Mara3snHOB N IIONCKOBbBIX
CHCTEM,

3. Mcnonp3y#l ciiokHBbIE U pa3Hble naposu. TakuM oOpa3om, eciu TeOs B3JI0OMAOT, TO
3JIOYMBIIIVIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY IMPOMUIIIO B CETH, a HE KO
BCEM;

4. Ecynt Tebs1 B3710MaUTH, TO HEOOXOIUMO MIPEAYIIPESUTD BCEX CBOUX 3HAKOMBIX, KOTOpPbIE
n06aByeHbI y TEOS B IPY3bsIX, O TOM, UTO T€OS B3JIOMAJIA U, BO3MOKHO, OT TBOETO UMEHU
OyZeT pacchllaThCsA CIaM U CChUIKM Ha (UIINMHTOBBIE CAUTHI;

5. YcranoBu HazieXkHBIHN n1aposib (PIN) Ha MoOMIbHBIN Teted OH;
6. OTKJII0YY COXpaHEHUE MapoJIs B Opaysepe;

7. He oTkpbiBal dalijibl U Ipyrue BIIOXKEHUS B MUCHbMaX, Ja)kKe €CJIM OHU IPUIIUIN OT
TBOUX JIpy3el. JIydllle yTOUHU Y HUX, OTIIPABJISIA JIU OHU Tebe 3TU (PalIbl.

MudposBasa permyranusa



[Mudposas pemyranus - 3T0 HeETaTUBHASA WM MO3UTHUBHAA HHGOPMAIUA B CeTU O Tebe.
Komnpomerupytomasa nadopmanus, pa3MellleHHass B UHTEPHETEe, MOXKET CePhe3HBIM
00pa3oM OTpa3UThCS HA TBOeU peasbHOU Ku3HU. "lludpoBasd pemyranusa” - 5TO TBOU
MMU/IK, KOTOPBIX (popmupyeTcs u3 nHdopMaIum o Tebe B UHTEPHETE.

TBOe MecTO KUTeJIbCTBA, yueObl, TBOe (pHAHCOBOE M0JI0KEHNEe, 0COOEHHOCTH XapaKTepa
U pacckasbl 0 OJIU3KUX - BCe 3TO HaKaIINBAeTCs B CETH.

MHor#e IOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K ITyOJIMKAIINHU JIUYHOW HH(GOPMAIIUHU B
HHTepHeTe, He IOHUMAast BO3MOKHBIX IOCIe/IcTBUE. ThI 1aske HE CMOXKEIIb JJ0TaIaThCs O
TOM, 4TO (poTtorpadusi, pasMmellieHHas 5 JIET Ha3aj, cTajla IPUINHON OTKa3a IPHUHSITH
Tebs1 Ha paboTy.

KommenTapuu, pasmemieHue TBoux ¢dortorpaduil u Apyrue JeUcTBUSA MOTYT He
HCUE3HYTh JlasKe II0CJIe TOTO, KaK Thl UX yJINIb. Thl He 3HAEIIb, KTO COXPAHUJI ITY
“HOpMAaINIo, OMajia JU OHA B IOUCKOBBIE CUCTEMBI M COXPAHUJIACh JIM OHA, a TJIABHOE:
YTO TMOAYMAIOT O Tebe OKpY:KamIIue JIIOAN, KOTOpble HAUAYT U YBUAAT 3T0. HaiiTh
MHOOPMAINI0 MHOTO JIET CITyCTs CMOKET JII000H - Kak M3 JOOPHIX MOOYKIEHUH, TaK U C
HaMepeHHEeM MPUYUHUTH BpPe. ITO MOKET OBITh KTO YTOJTHO.

OcCHOBHBIE COBETHI 110 3auTe IMUGPOBON pemyTauu:

1. [Togymaii, mpex/ie ueM 4TO-TO IyOJIMKOBATh U Tiepe/ilaBaTh y cebOs B OJyiore wiu B
COLIMAJIbHOU CETH;

2. B HacTpoiikax mpoduis yCTaHOBYU OrPAaHUYEHUS Ha IIPOCMOTP TBOEro MpoduIs U ero
COJZIEP?KMMOTO, c/leJIall ero TOJIBKO "Jis py3ei”;

3. He pasmernaii u He ykasbiBai HHGOPMAIIMIO, KOTOPas MOXKET KOTO-/I00 OCKOPOJIAThH
WJIA OOUKATD.

ABTOpCKOE IIpaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTHUBHBIE II0JIb30BaTeNH MU(POBOrO ITPOCTPAHCTBA.
OnHaKo JJaJIeKo He BCe 3HAKOT, YTO M0JIb30BaHHE MHOTUMH BO3MOXKHOCTSIMU ITU(POBOTO
Mupa TpebyeT cobJII0IeHN ITPAaB Ha HHTEJUIEKTYAIHHYI0 COOCTBEHHOCT.

TepMuH "WHTEJIEKTyaIbHAsA COOCTBEHHOCTH' OTHOCHUTCA K PA3JIMYHBIM TBOPEHUSIM
YeJI0BEeUeCKOT0 yMa, HauWHas C HOBBIX H300peTEHUN M 3HAKOB, 0003HAYAIOIIUX
cOOCTBEHHOCTh HA MPOAYKTHI M YCJIyTH, W 3aKaHYMBasg KHHUTaMH, dororpadusmw,
KUHO(DUWIHPMAMHU U My3bIKaJIbHBIMU ITPOU3BEIEHUSIMU.

ABTOpCKHE TIPaBa - 3TO MIPaBa HAa UHTEJUIEKTYUThHYI0 COOCTBEHHOCTH Ha MTPOU3BEIEHUS
HayKH, JINTEpPATypbl U UCKYyCCTBA. ABTOpPCKIUeE IIpaBa BBICTYNAIOT B KayecTBe TapaHTUU
TOTO, YTO UHTEJUIEKTYJTbHBIN /TBOPUYECKUH TPy, aBTOPA HE OyAET HAITPACHBIM, 1ACT EMY
CIpaBe/IiBble BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaXx CBOEro TPyAa, MOJIYUUTH
M3BECTHOCTH U NpusdHaHue. HukTo 6e3 paspelnieHns aBTopa He MOKeT BOCIIPOU3BO/IUTH
ero Ipou3BefleHHe, PpacHpOCTPaHATh, MNyOJMYHO JeMOHCTPUPOBATh, IPOJABATh,



MMIIOPTUPOBATh, IyCKAaTh B MPOKAT, IIyOJIUYHO UCIIOJHATH, IOKA3bIBATH/UCIIOJIHATh B
a¢upe nim pazmemiars B UHTEpHETE.

Hcnosnb3oBanne "mUpaTCKOro” MporpaMMHOTO obecrieueHus1 MOKeT IPUBECTU K MHOTUM
PUCKaM: OT IIOTE€PHU JAHHBIX K TBOUM aKKayHTaM 10 OJIOKUPOBKU TBOETO YCTPOMCTBA, T/ie
yCTaHOBJIEHA HeJlerajibHas mporpamMma. He crout Takske 3a0bIBaTh, UYTO CYIIECTBYIOT
JierayibHbIe U OecIUIaTHBIE POTPaMMBbI, KOTOPbIE MOKHO HAWTH B CETH.

O nmoprage

CereBUUYOK.pd - TBOU IVIaBHBIM COBETYMK B CETU. 3/leCh Thl MOKEIIb Y3HATh O
0e30MacHOCTH B CETH IMOHATHBIM U JOCTYIIHBIM SI3BIKOM, a HPHU BO3HUKHOBEHUH
KPUTHUYECKON CUTYyaIliu OOPATUTHCA 32 COBETOM. A TaK»Ke IPUHATH yJacTHe B KOHKypcax
U CTaTh CaMbIM ITUPPOBBIM I'PAKIAHUHOM !

IIpuinoxenue NO 3

[Tpunoxxenwue 3. [TamaATka 7151 poguTtesneir 06 MHGOPMAIMOHHONU 6€30TIaCHOCTH JeTel
OmnpenesnieHne TepMuHa '"WHOpMAIMOHHAs 6e30IacHOCTh JeTel" COAEPIKUTCA B
®enepanpHOM 3akoHe NO 436-®3 "O zammure sieTeld oT HHOOPMAIIUH, TPUYNHSIONIEN
BpEJl X 3/I0POBBIO M PA3BUTHIO", PETYJIUPYIOIIUM OTHOIIEHUS, CBA3aHHBIE C 3aI[UTON
neteli oT UHGOPMAIUU, IPUYUHSIONIEN BPeI UX 3/T0POBBIO U (MI1) pa3BUTHIO. COTJIacHO
JITAaHHOMY 3aKOHy '"WH(pOpPMAaIlMOHHAsE 0e30MacHOCTh JeTed" - B5TO COCTOSHHE
BAIUINEHHOCTH, TPHU KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIA C IPUYNHEHUEM
nHbOopMaIel Bpe/ia uxX 3/I0POBbI0 U (WIH) (PU3HIECKOMY, IICUXUUECKOMY, YXOBHOMY,
HPABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepasnbHoro 3akoHa NO 436-O3 unbopMmanuen, NMPUIUHSIONEH Bpe
37I0POBBIO U (MJIM) PA3BUTHIO JIETEH, BJIAETCS:

1. mHpOpMAIH, 3aTIpElleHHAas /I PACIPOCTPAHEHUS CPETU JIETEN ;

2. nHOpMaIus, pacIpocTpaHeHHe KOTOPOH OrPaHUYEHO CPEJIH JIeTeH OINpereIeHHBIX
BO3PACTHBIX KATETOPHH.

3. K uadopmanuu, 3anpernieHHOM 1 pacpoCcTpaHEHUs CPeAH AeTel, OTHOCUTC

4. nHopManus, noby:KaarIas JleTed K COBEPIIEHUIO JAeHCTBUM, IMPEACTaBJIAIOIINX
yIpo3y UX JKU3HU U (WIM) 37I0POBBIO, B T.4. IPUYMHEHHIO BPe/a CBOEMY 37I0POBBIO,
caMOyOHICTBY;

5. CIIOCOOHOCTHh BBI3BATh y JIeT€H »KeJlaHWEe YIOTPeOUTh HAPKOTHUYECKHE CPEJICTBA,
IICUXOTPOIHBIE U (MJIH) O/lypMaHUBAIOIIHE BEIIECTBA, TAOAUHBIE U3JEIH S, ATKOTOJIBHYIO
U CIIUPTOCO/EPIKAIILYIO IPOAYKIIUIO, MMBO U HAIUTKH, U3rOTaBJIMBaeMble Ha er0 OCHOBE;
IPUHATHh YYaCTHE B a3apTHBIX UTPaX, 3aHUMAThCH MPOCTUTYIUEH, OPOASKHIYECTBOM
WJIN IOIPOIIaHUYECTBOM;
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6. 000CHOBBIBAIOIIAS FJTH OTIPAB/IBIBAIOIIAS IOIYCTUMOCTD HACHJTUS U (MJIH ) JKECTOKOCTHU
060 TOOYK/IAIOIAsA OCYIIECTBIATh HACHUJIbCTBEHHBIE JIEHCTBUS II0 OTHOIIEHUIO K
JIIOSAM U KUBOTHBIM;

7. OTPUIIAIONIASA CEMEeHHbIe IeHHOCTH U (HOpPMHUPYIOIIasd HeyBaKeHHUE K POJUTENSIM U
(wn) IpYTUM WieHaM CeMbU;

8. ommpapabIBaloIas MPOTUBOIIPABHOE MOBEJIEHUE;
9. cojZieprKalas HelleH3ypHYIo OpaHb;
10. cojiepskaras nHGOpMaIUio MOPHOTrpadUIECKOTO XapaKTepa.

K undopmaruu, pacnpocTpaHeHre KOTOPOU OrpPaHUYEHO CPeiU JleTel OIpe/iesIeHHOTO
BO3pAacTa, OTHOCUTCA:

1. uHDopManus, mpejacTaBisieMasl B Bule W300pa*keHUsI WIHN OIMHCAHUSA JKECTOKOCTH,
¢dusuueckoro u (WIM) TICUXWYECKOTO HACHJIHA, IIPECTYIUIEHUSA WJIA HWHOTO
AHTHOOIIECTBEHHOTO IEUCTBUSA;

2. BBI3BIBAIOIIAA Y JIETEH CTpaxX, y»Kac WM IMaHHUKY, B T.Y. IpEJICTaB/IsieMas B BUJIE
n300pa’KeHUs WJIM OIMCAaHUS B YHIDKAIOIIEH 4YeJOBEUECKOe JOCTOMHCTBO (GopMe
HEHACUJIbCTBEHHOI CMePTH, 3a00JIeBaHU A, CAMOYOHUICTBa, HECYACTHOTO CJIy4asi, aBapuu
JIU KaTacTpodbl U (MJIM) UX ITOCIIE/ICTBUH;

3. IIpeJicTaBysieMasi B BUJle M300paKeHUsl UJIU OIMCAHUS TTOJIOBBIX OTHOIIEHUN MEXKTy
MY>KYUHOU U *KEHIITUHOH;

4. cozepxauiaa 6paHHI>I€ CJIOBA U BbIPpAKEHU A, HE OTHOCAIIINECA K HeHeHBypHOI;JI 6paHI/I

C yueTom atoro Bam mpezaratores mpaBuiia paboThl B ceTd THTEpHET /1 pa3JITUNYHBIX
BO3PDACTHBIX  KATErOpui,  COOJIIOZIEHHEe  KOTOPBIX  IO3BOJIUT  OOECIEYHTH
MHDOpPMAIMOHHYI0 6€30IT1aCHOCTh BAIIIUX JleTel.

OO01mue nmpaBujIa AJIA POAUTEIEH

1. HezaBucumo oT Bo3pacta pebeHKA HCIOJIb3YHTE IPOrPaMMHOE ObOeclieueHue,
noMoraroiiee (QUJIbTPOBATh M KOHTPOJMPOBATh HMHMOpMALUIO, HO He II0Jaraurech
IIOJTHOCTHIO Ha Hero. Baiie BHIMaHMe K pebeHKY - TJIaBHBIN METO/T 3aIIUTHI.

2. Ecyiu Bamn pebeHOK UMeEET aKKayHT Ha OJTHOM U3 COLMaIbHBIX cepBUCcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTespbHO HU3yYHUTE, KAKYyI0 WHOOPMAIUIO
ITIOMEIIAIOT er0 YYaCTHUKHU B CBOMX MPOGUIIAX U OJsI0orax, BKIoUas pororpaduu 1 BUIEO.

3. IIpoBepbTe, ¢ KaKUMHU APYTHMH CalTaMH CBs3aH COIIMAJIBHBIA cepBUC Barero
pebenka. CtpaHnuku Bamero pebeHka MOryT ObITh 6€30I1aCHBIME, HO MOTYT U COZIEPYKATh
CCBUIKM Ha He)KeJIaTeJIbHbIe U OTAaCHBbIE CalThl (HapuMep, MOPHOCAUT, WJIN CAUT, Ha
KOTOPOM Jpyr YIIOMHHAaeT HOMep cOTOBOro TesieoHa Bamrero pebenka wiau Barm
JIOMaIITHUH ajzipec).



4. IoompsiiTe Bamux gerelr coobmaTh 060 BCEM CTPAHHOM WJIN OTTAJIKUBAIOIIEM U HE
CJIMIIIIKOM OCTPO Pearupyure, KOTZA OHH 3TO JIeJIAI0T (M3-3a OMACeHUs OTEPATH JIOCTYII
k VIHTepHETy /1eTH He TOBOPAT POJUTENISIM O MpoOJeMax, a Tak:Ke MOTYT HadaTh
HCITOJIb30BaTh IHTEpHET BHE IOMa U IITKOJIbI).

5. Bynpre B Kypce ceTeBol ku3Hu Barero pebenka. lIHTepecyiiTech, KTO UX APY3bs B
HHTEpHET TaK Ke, KaK UHTEPECYyeTECh PEATbHBIMU JPY3bsIMH.

Bospacr or 7 1o 8 gaer

B NuTepHeTe pebeHOK cTapaeTcsl ITOCETUTD Te WJIM WHBIE CANTHI, a BOBMOKHO M YaThl,
paspeleHre Ha TOCElleHHe KOTOPBIX OH He MOJIydus Obl OT pojutesnei. ITostomy
poauTesnsiMm OCOOEHHO TIOJIE3HBI OyJlyT Te OTYEThI, KOTOpbhIE IPEIOCTABJIAIOTCS
IporpaMMaMu IO OTPaHUYEHHWIO WUCIIOJIb30BaHUs IHTepHera, T.e. PoauTenbckuit
KOHTPOJIb WM TO, YTO BBl CMOXKETEe YBHUJIETh BO BpeMeHHbIX (paiiyiax. B pesysbrarte, y
pebeHKa He OyJIeT OIIyIIEeHHs, YTO 32 HUM BeJIETCS IOCTOSHHBIA KOHTPOJIb, OTHAKO,
poauTesu OyAyT IO-TIPEKHEMY 3HATh, KaKHe CAUTHI IIOCEIaeT X peOeHOK. JleTh B
JITAaHHOM Bo3pacTe o00J1aflaloT CHUJIBHBIM YYBCTBOM CEMbU, OHHU JIOBEPUYHBBHI U HE
COMHeBaIOTcs B aBTopuTeTax. OHU JIFOOAT UTPATh B CETEBBIE UTPHI U ITyTEIIECTBOBATH IO
HHTEpHETY, HCIOJIb3ys JJIEKTPOHHYIO IIOUTYy, 3aXOJAUTh HA CAWThl W 4YaTbl, HeE
PEKOMEH/IOBAaHHbBIE POUTEISAMH.

CogeTbl 110 Oe3011aCHOCTH B ceTu MIHTEpHeT 171 ieTel 7-8 et

1. Co3paiiTe CIMCOK IOMAIITHUX ITPaBUJI ITocemeHus: VIHTepHeTa Ipy yYacTHU JeTel U
TpeOyHTe ero BHITIOJTHEHHUS.

2. Tpebyiite or Bamero pebeHka coOJIofeHUsT BPEMEHHBIX HOPM HaXOXK/IEHHs 3a
KoMITbIoTEpOM. [ToKazkuTe pebeHKy, yTo Bhl HabJII0/1aeTe 32 HUM He IMOTOMY UTO Bam 310
XOoueTcs, a MMOTOMY 4YTO BblI OecriokonTech O ero 0e30macHOCTH U BCerjia TOTOBBI €My
IIOMOYb.

3. Komnbrorep ¢ noakioueHreM K VIHTEpHETY JIOJI’KeH HaXOAUThCS B OOIEed KOMHATe
IO/l IPUCMOTPOM POJIUTENIEN.

4. I/ICHOJILSYI‘/JITG CriequaJibHbI€ JE€TCKHE IIOMCKOBbIE€ MAIIITMHbI.

5. lciosip3yiiTe cpeacTBa GJIOKUPOBAHUS HEXKEJIATEIPHOTO KOHTEHTA KaK JIOTIOJTHEHHE K
CTaHZIapTHOMY PoiuTeibcKOMy KOHTPOJIIO.

6. CosaiiTe ceMeWHBIN 3JIEKTPOHHBIN SAIIHK, YTOOBI HE IO3BOJIUTH JETSAM HMETh
coOCTBEHHBIE ajipeca.

7. BilokupyiTe JOCTYyIl K caiiTam C OeCIUIaTHBIMU HOYTOBBIMU SAITUKAMU C IIOMOIIBIO
COOTBETCTBYIOIIETO IIPOTPAMMHOTO 0O€eCIIeUeHHU .

8. Ilpuyuure pnereil coBeroBaTbcsA ¢ Bamu mepes omyOIMKOBAaHHEM KaKOWU-JINOO
nHbOpManuu CpefCcTBAMU 3JIEKTPOHHOM IOYTHI, YAaTOB, PETrHCTPAIMOHHBIX (HOPM U
npoduien.



9. Hayuure neteii He 3arpy»kaTh ¢aiisibl, MpOrpaMMbl WJIN My3bIKY O€3 Balllero COrJIacus.
10. He paspemaiite fieTsM HCIOJIB30BaTh CIy:KObI MTHOBEHHOT'O 0OMeHAa COOOIIEeHUSAMU.

11. B "Genblil" cimcok caToB, pa3pelleHHbIX I OCEIeHNs, BHOCUTE TOJIHKO CANTHI C
XOPOIIIeN peryTaIuen.

12. He 3a0bIBaliTe OeceioBaTh C JIEThbMU 00 UX JIPY3bAX B MIHTepHeTE, Kak ecyiu ObI peub
IIJIa O JIPY3bsX B peaJIbHOU KU3HU.

13. He nenatiTe "Taby" u3 BOIPOCOB MOJIOBOM JKU3HU, TaK Kak B FIHTepHeTe A€TH MOTYT
JIETKO HATKHYTHCS HA TOPHOTPAdUIO WJIN CAUTHI "1 B3POCIBIX .

14. Ilpuyuure Bamiero pebeHka cooOmaTh BaM O JIIOOBIX Yrpo3axX WJIM TPEBOTrax,
cBsA3aHHBIX ¢ IHTepHeTOM. OCcTaBaiiTeCh CIIOKOWHBIMHU U HAIIOMHUTE JIETSM, YTO OHH B
0e30IacHOCTH, €eCcJIM CaMM paccKa3ajid BaM O CBOUX TpeBoraxX. I[loxBajinTe uX H
IIOCOBETYHTE MO/IOUTH ellle pa3 B HOJA00HBIX CITyYasiX.

Boapacr gerei ot 9 10 12 JIeT

B AaHHOM BO3pacCTe A€TH, KaK IIPpAaBHUJIO, YK€ HaCJ/IbIIIIaHbl O TOM, KaKad I/IH(I)OpMaIII/IH
CyIECTBYET B I/IHTepHeTe. COBepIIIeHHO HOPMAaJIbHO, YTO OHH XOTAT 9TO YBHU/IETD,
IIpoO4YeCThb, YyCJ/bIIIAThb. HpI/I I9TOM HYXHO IIOMHHTDH, 4TO JOCTYIlI K HEXEJIaTCJIbHbIM
MaTepuajiaM MOXHO JIETKO 33.6)IOKI/IpOBaTI) IIpu IIOMOIIU CpEACTB POHI/ITEHBCKOI’O
KOHTPOJIA.

CoBeTnlI 110 6€30IIaCHOCTH JJIsI IeTEH OT 9 JI0 12 JIET

1. Co3ziaiiTe CIMCOK JOMAIIHUX MPaBUJI mocemleHus VIHTepHET MpH yJacTHU JEeTed U
TpeOyHTe ero BHITIOJTHEHHUS.

2. TpebyiiTe ot Barero pebenka co01t0/1eHIs HOPM Hax0K/IeHUsI 32 KOMIIBIOTEPOM.

3. HaGumronatite 3a pebeHKOM Ipu paboTe 3a KOMIIBIOTEPOM, IMOKAKUTE €My, UTO BbI
OecriokouTeCh O ero 6€30IaCHOCTH U BCer/ia TOTOBBI 0Ka3aTh €My IOMOIIIb.

4. Komnprorep ¢ noaxiroueHneM B IHTEPHET I01?KEH HAXOAUTHCA B 001N KOMHATE MO/
IIPUCMOTPOM POJIUTEJIEN.

5. lciosip3yiiTe cpeacTBa GJIOKUPOBAHUS HEXKEJIATEIbHOTO KOHTEHTA KaK JIOTIOJTHEHHE K
CTaHZIapTHOMY PofiTesIbcKOMY KOHTPOJIIO.

6. He 3a0bIBaiiTe MpUHUMATh HEMIOCPECTBEHHOE YUaCTHE B XKU3HU pebeHKa, beceoBaTh
¢ eTbMHU 00 UX APY3bsx B VIHTepHeTE.

7. HacrauBaiiTe, 4TOObI IeTH HUKOT/IA HE COTJIAIIAINMCH HA JIMYHbBIE BCTPEYH C IPY3bIMHU
o lurepHery.

8. Ilo3BoJisiiTE JETAM 3aXOAUTh TOJIBKO Ha CaUThl M3 "6eyioro” CHucKa, KOTOPBIH
co37aliTe BMECTE C HUMHU.



9. IlpuyumTe pereli HUKOT/Ia HE BBHIZIABATh JIMYHYI WHGOPMAIIUIO CpPEICTBAMU
BJIEKTPOHHOU TIIOYThI, YarTOB, CHCTeM MTI'HOBEHHOTO oOMeHa COOOIIeHUsIMHU,
PETUCTPAIMOHHBIX (HOPM, JIUUYHBIX NPOPUIEN W IPH PEerucTpanuyd Ha KOHKYDPCHI B
HNHurepHere.

10. [IpuyuuTe /ieTelr He 3arpykaThb IporpaMMbl 6e3 Baiero paszpernenus. OObsACHUTE
UM, YTO OHU MOTYT CJy4allHO 3arpy3uThb BHPYChl HJIU JPYroe HeXKeJIaTeJTbHOe
IIporpaMMHOe o0ecIieueHue.

11. Cospmarite Bamemy pebeHKY OrpaHUUYEHHYIO0 YYETHYIO 3amuch JJ1s paboThl Ha
KOMIIBIOTEDE.

12. [Ipuyuurte Bamero pebGeHka cooOmarh BaM O JIIOOBIX Yrpo3ax WM TpeBOrax,
cBA3aHHBIX ¢ MlHTepHEeTOM. HamoMHuUTE /E€TSAM, YTO OHU B 0€30IACHOCTHU, €CJIM CAMU
pacckazajy BaM O CBOUX TPEBOTax U OITaCeHUX.

13. Pacckaxkure AE€TAM O l'IOpHOI‘pa(l)I/II/I B I/IHTepHeTe.

14. HacrauBaiiTe Ha TOM, UTOOBI IETH IIPEIOCTABJISIIIH BaM JIOCTYII K CBOEH 2JIEKTPOHHOM
II0YTE, YTOOBI BBl YOEIUINCh, YTO OHU HE OOIIAI0TCA ¢ HE3HAKOMITAMU.

15. OObBscHUTE JeTsAM, UYTO HeJb3sl HCIOJIb30BaTh CETh I XYJIMTAHCTBA,
pacrpocTpaHeHus CIJIETEH UJIU YTPO3.

Boapacr aereii ot 13 10 17 JIeT

B 3TOM BO3pacTe MOAPOCTKUA AKTUBHO HCIIOJIB3YIOT IOMCKOBBIE MAIIIMHBI, MOJIb3YIOTCS
AJIEKTPOHHOU TIOYTOH, CJIy;k0aMU MTHOBEHHOTO OOMeHa COOOIIEHUSIMH, CKauyUBaIOT
My3bIKy U (WIbMBI. MalbuuKaM B 3TOM Bo3pacTe OOJIbllle IO HpaBy CMeETaTh BCE
OTpaHHYEHU, OHU JKaXKAYT IPyOOro I0MOpa, a3apTHHIX TP, KAPTUHOK ''JIJIST B3POCJIBIX'.
JIeBOUKM TPEANOYUTAIOT OOIIaThcsl B YaTaX, MPH 3TOM OHU Tropaszo OoJiee
YYBCTBUTEIBHBI K CEKCYaJIbHBIM JJOMOTaTeIbcTBaM B MIHTEpHETE.

3avacTyro B JaHHOM BO3PacTe POJUTEJISIM y:Ke BeChbMa CJIOXKHO KOHTPOJIUPOBATh CBOMX
JleTel, Tak Kak 00 VTHTepHeTe OHH y’Ke 3HAIOT 3HAYUTEIPHO OOJIBIIIE CBOMX POJIUTEJIEH.
Tem He MeHee, He OTIycKaWTe Jered B '"cBoOomHoe ILtaBaHue" Mo IHTepHeTy.
CrapaiiTech aKTUBHO y4acTBOBAaTh B 00IIleHUN pebeHKa B IHTEpHETE.

BaxxHo mo-mpexxHeMy cTporo coOiozaTh mpaBuia VHTepHeT-0€30macHOCTH -
corJIallleHVEe MEeX/Ty POJIUTEIIAMHU U 1eThbMU. KpoMe Toro, He0o6X0AMMO KaK MOKHO Jalle
IPOCMATPUBATh OTYETHI O JleATeJbHOCTH Jeredl B uTepHere. Cienyer 0OpaTUTh
BHIUMaHNE HAa HEOOXOAMMOCTb COJIEPKAHUSA POJUTENIbCKUX Maposied (maposieit
aIMUHUCTPATOPOB) B CTPOTOM CeKpeTe M OOpaTHUTh BHHUMAaHHUE HA CTPOTOCTh 3THUX
mapoJiei.

CoBeTslI 10 0e30MacHOCTH B TOM BO3PAacTe OT 13 710 17 JIET

1. CozpaiiTe CHUCOK JOMAIIHUX IIpaBUJI TocelleHUs VIHTepHeTa IpU yYaCTUU
MO/IPOCTKOB U TpebyliTe 6e3ycsoBHOrO ero BbImoHeHus. ObroBopute ¢ peGEHKOM



CIIMCOK 3allpemieHHbIXx caiiToB ('dyepHbI crnmcok"), dackl paboTel B lHTepHeTe,
PYKOBOJICTBO TI0 00ITIeH!I0 B IHTEpHETE (B TOM YHCJIE B YaTax).

2. KoMmproTep C¢ mOAK/IIOUEHHEM K ceTu VIHTEpHeT AO/KeH HaXOAUThCA B OOIIen
KOMHAare.

3. He 3a0bIBatiTe GecezioBath C ieThbMH 00 UX APYy3bsaxX B VIHTEpHeTe, O TOM, YeM OHHU
3aHATHI TAKUM 00pa3oM, OYATO peub HUET O APY3bsIX B pealbHOH ku3HU. CrpaliinBanTe
0 JIIOAAX, ¢ KOTOPBIMH JeTU OOIIAIOTCS IOCPEJICTBOM CJIY:KO MTHOBEHHOrO oOMeHa
COOOIIEHUAMU, YTOOBI YOETUTHCS, UTO ITH JIIOAU UM 3HAKOMBI.

4. lcnosip3yiiTe cpeAcTBa OJIOKMPOBAHUS HEXKETATEIPHOTO KOHTEHTA KaK JIOMOJTHEHNE K
CTaHZIApTHOMY PouTeIhCKOMY KOHTPOJIIO.

5. Heobxomumo 3HaTh, KaKUMHU 4YaTaMu TMOJb3yloTca Bamm pgetu. Iloompsiite
HCIIOJIb30BAaHUE MOJIEPUPYEMbBIX YAaTOB W HAcTaWBaiTe, YTOOBI JIeTH He OOIAINCH B
IIPUBATHOM peKUMe.

6. HacrauBatiTe Ha TOM, YTOOBI JIETH HUKOT/IA HE BCTPEUAJIUCH JINYHO C JIPY3bSIMH U3 CETU
HNuTepHer.

7. IIpuyumnTe JieTeli He BbIJIaBaTh CBOIO JIMYHYIO HH(MOPMAIUIO CPEJICTBAMU 3JIEKTPOHHOU
IIOYTHI, YATOB, CUICTEM MTHOBEHHOT'O 0OOMEeHa COOOIIeHUSIMU, PETUCTPAIIMOHHBIX (DOPM,
JIMYHBIX Ipo¢uIed U IPU PEerUCTpaIi Ha KOHKYPCHI B IHTepHeTe.

8. IIpuyuwnTe AeTeli He 3arpy»KaTh IporpaMmbl 6e3 Baiitero paspemrerus. OObsICHUTE UM,
YTO OHH MOTYT CJIYYAaHO 3arPy3UTh BUPYChI HJIH APYTOe HEXKEIATeTbHOE IIPOIPAMMHOE
obecrneueHue.

9. Ilpuyuure Bamero pebeHka cooOIaTh BaM O JIIOOBIX Yrpo3ax HJIU TpPeBOrax,
cBA3aHHBIX ¢ IHTepHeTOM. HamoMHuTE /EeTsAM, YTO OHH B 0€30IAaCHOCTHU, €CJIU CAMHU
pacckasaim BaM, O CBOMX yTpO3ax WM TpeBorax. [IoXBajiuTe uX U MOCOBETYHTE MTOAOUTH
elre pa3 B MOJIOOHBIX CITyYasiX.

10. Pacckaxkure getsam o HOpHOI‘pa(l)I/II/I B I/IHTepHeTe. IIomorute UM 3alUTUTHCA OT
CIiaMa. Haqu/ITe IIOAPDOCTKOB HE€ BbIJaBaTb B I/IHTepHeTe CBOE€ro peajbHOTIO
SJIEKTPOHHOI'O azapeca, HE OTB€YATb HaA HEXEJIATC/IbHbIC IIHMCbMa H HCIIOJIb30BaThb
CliequaJIbHbI€ IIOYTOBbIE (1)I/IJ'H>prI.

11. [TpuyunTe cebs1 3 HAKOMUTHCSA C CAUTAMU, KOTOPBIE ITOCEIIAIOT MOPOCTKH.

12. Hayuure fieTeil yBaXkaTh JPYTUX B UHTEPHETE. YOEAUTECH, UTO OHU 3HAIOT O TOM, UTO
IIpaBUJIa XOPOIIETro MOBe/IEHNU IENCTBYIOT Be3/ie - Ja’ke B BUPTYaJIbHOM MHUDe.

13. OObsAcHUTEe JleTsAM, YTO HU B KOEM CcCJlydyae Heab3d HcHob30oBaTth CeTb Jia
XyJINTAHCTBA, PACIIPOCTPAHEHU CIIETEH UJIN YTPO3 APYTUM JIIOJISIM.

14. ObcyauTe ¢ TOAPOCTKAMU MTPOOJIEMBI CETEBBIX a3aPTHBIX UTP U UX BO3MOKHBIHN PHCK.
HamnomHuTe, 4TO /1IeTH He MOTYT UTPATh B 3TU UTPHI COIJIACHO 3aKOHY.



[TocTosIHHO KOHTpOJIUPYHTE HcIoJb3oBaHUe MHTepHeTa Bamum pebGenkom! IJto He
HapyllIeHUe ero JIMYHOTO IPOCTPAHCTBA, a Mepa MHpPeJOCTOPOKHOCTU U HPOSABJIEHUE
Barreit poguTenbCKoOl OTBETCTBEHHOCTH U 3a00THI.
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